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Taming the 1,000 pound gorilla
Practical IT strategies for challenging times



Today’s IT teams are under pressure from all sides. They’re asked to squeeze more 
from increasingly complex and mission-critical IT platforms, in an environment of 
tightening budgets, strict regulation and an acute ongoing skills shortage.

Add to this the impact of the global financial crisis, the resulting credit squeeze 
and the shadow of potential economic recession, and cracks in IT departments are 
beginning to show.
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Much has been written about the IT skills shortage in Australia and how it is limiting business 
growth. Its impact has been felt across all industries, and is showing little sign of abating. 

But the sharp end of the stick is being felt by the thousands of small and medium businesses 
running critical applications on proprietary server and storage platforms. Supporting these 
technologies requires personnel with in-depth vendor-specific training and many years experience 
in niche areas. 

The gradual tightening of supply and a recent spike in demand has led to significant salary 
increases to keep these specialists in house. The result is that organisations are needing to spend 
ever-larger portions of an already stretched IT operating budget to support these critical systems.
If not attended to by management, the situation will slowly worsen until it reaches a critical tipping 
point such as a resignation of the key person, a company merger or a major new project. This 
event finally releases the proverbial Gorilla out of your data centre closet.

The Risks

The growing strategic importance of IT within Australian businesses along with the IT skills 
shortage has highlighted an array of potentially serious and growing business risks faced by all 
small and medium businesses:
1. Key Person Risk
2. Infrastructure Complexity Risk
3. Financial Risk
4. Delivery Risk
5. Infrastructure Failure Risk

Key person risks

The risk that has the potential to cause the most serious consequence in the shortest period of 
time is the loss of key people in a short time frame.

Many IT departments of Australian small businesses have one or two people managing their 
business-critical infrastructure. The knowledge these people acquire over time represents a single 
point of failure, which can easily slip off a CFO’s radar. The unexpected loss of such staff can 
have disastrous consequences for the uptime of IT infrastructure that the business operates on. 
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With the loss of a staff member, you also lose a wealth of intellectual property about your IT 
systems that has often been built up over a number of years and is rarely adequately documented.
In the current environment, losing your top IT talent is realistically a matter of when, rather than if. 
No longer should CFO’s expect that their valuable IT team members will stay with the company 
for five to 10 years, in many cases two to three years is more the norm.

It is interesting to note that small and medium businesses commonly spend tens of thousands 
of dollars on highly improbable events such as fire or a plane crashing onto the data centre. Yet 
they are ready to rely upon one or two individuals to keep their business systems running day to 
day without recognising and eliminating this single point of failure. The reality is that these same 
people are in high demand by global IT companies willing to lure them with interesting projects, 
training and, most importantly, higher salaries.

Infrastructure complexity risk

Over time, core business applications become increasingly layered, complex and customised as 
well as becoming more fundamental to the operations of the business.

For example this occurs as businesses incorporate functional databases such as Oracle, add 
comprehensive storage and backup consolidation or include clustering/high availability software.
While the result is a more robust mission-critical system, as the number of layers grow so does 
the expertise of the personnel required to support this infrastructure. This becomes a single point 
of failure as support and administration of the systems are rarely provisioned for.
This is risky enough in normal business conditions, but with the added urgency of a disaster or 
system crash the resulting downtime can be significant.

Financial risk 

The greater the scarcity of these specialists, the greater the risk IT departments will need to 
spend above their operating and capital budgets to achieve their objectives. 

Should you lose a key staff member, finding someone to manage this mission critical architecture 
and complete projects in progress can be a difficult and costly exercise. The result is often a 
compromise – either pay more to support the same systems or settle for a less skilled person at 
the same salary. The later is an acceptance of reduced service levels or project outcomes.

Irrespective of economic conditions, finding, hiring and keeping experienced specialist IT 
resources to maintain this enterprise IT infrastructure is more expensive. Not to mention the 
additional cost of meeting compliance requirements, particularly in regulated sectors such 
as financial institutions, government departments and utilities. More regulation means more 
complexity in IT which makes it more expensive to support such critical systems.

The bottom line is that costs are increasing, even if your requirements remain the same.
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Delivery risk

Opportunity costs are incurred whenever strategic revenue generating business initiatives are 
compromised and when important project deadlines are put at risk. 

Strategic initiatives are vital for taking advantage of new market opportunities which generate 
revenue for the business. And, when these initiatives involve changes to core enterprise systems, 
this can quickly become a major bottleneck for a project.

Whether it’s a major programming requirement or a simple set of configuration changes, if there 
are only one or two people authorised and skilled up to make these changes, critical projects can 
be held up for weeks if not months waiting for the required specialists to become available.

Not only can this make projects more expensive if external resources are required, but a greater 
cost can be the lost revenue and competitive advantage that could have been gained if the project 
was completed on time.

Infrastructure failure risk

With tightening IT budgets, IT departments will focus primarily on supporting core applications 
and databases, without setting systems to proactively manage the underlying server and storage 
infrastructure layer of an environment. 

Over time these foundations can weaken, exposing them to a higher likelihood of failures which 
compromise service level agreements set between IT and business units. 

Such risks will usually develop gradually or with little visible impact and then turn into a rampaging 
gorilla when a mission-critical system failure compromises the business. This is particularly acute 
if the failures result in a breach of customer service commitments, data security or loss of sales or 
reputation.

In an environment where IT resources are over-stretched, IT departments will inevitably, and 
understandably, prioritise their work to look after customer service level agreements, regulatory 
administering the business requirements, business applications and critical databases before 
general application and database maintenance. In this regard IT infrastructure is often treated as 
‘the poor cousin’ of the IT operating budget.

While the complex underpinning infrastructure can tick along for a time ‘under the radar’ of 
overstretched IT departments, without a system of proactive monitoring, assessment and 
management, these mission critical foundations will decay and eventually fail.
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Adding Complexity to a Risky Situation

The growth and increased competition in the Australian economy has resulted in previously 
less vital applications such as business intelligence and data warehousing becoming absolutely 
business-critical.

This has meant that these applications are required to operate on enterprise IT, making demand 
for implementers and administrators of such systems increase substantially.

The sharp rises for demand in enterprise IT personnel and the small increases in supply in recent 
years has resulted in increasing salaries, higher staff turnover and many IT projects being delayed, 
going over budget or being scrapped altogether.

While global IT outsourcers and local fortune 100 organisations in Australia have the resources to 
pay top dollar for the specialists they need, it is those small and medium businesses that have one 
or two business critical applications on proprietary technology that are unable to justify these in 
house support specialists.

The supply side is also of concern for Australian businesses. Gaining the necessary skills to run 
mission-critical enterprise IT environments takes many years of experience and a high investment 
in training so supply cannot grow with spikes in demand. Plus, many of the current group of 
experienced enterprise IT administrators are on the path into business management roles or 
retirement.

These same issues were outlined by Don Warren, CIO of National ICT Australia, and Charles 
Agee, Executive Director of Telstra Business, in MIS magazine in March 2008.

On top of this, the situation is exacerbated when you add the impact of the current financial 
crisis, the resulting credit squeeze, the potential for economic recession and the balancing and 
potentially stagflationery effects of governments pumping huge sums of money into economies 
around the world, the pressures upon business are significant C-level executives, in particular 
CIOs, are under pressure to control operating expenses in an attempt to ‘batten down the 
hatches’ for increasing inflation and ongoing economic uncertainty, all in an environment of 
tightening legal regulations, increased security risks and exponential data growth.

For many IT managers the pace and size of this shift has caught them unawares.
This enterprise IT skill shortage, combined with enterprise IT running an ever more important 
core suite of applications, has created an array of serious and growing risks for thousands of 
businesses across Australia.

The reality is that the demand for skilled and experienced IT professionals will continue to outstrip 
supply for the foreseeable future, driving up salary costs and increasing turnover rates. 
Add to this the lure of positions at cashed up local and global IT companies, the retirement of 
experienced baby boomers and the brain drain to larger overseas markets and the challenge to 
business is clear. 

Having watched this situation develop gradually over the last decade, it is clear that many of these 
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SMBs with enterprise IT are not aware of the growing risks or are simply choosing to take the 
attitude that they can ‘wing it’ in the event that something should happen or key staff move on.
There is a 1000 pound gorilla in the closet of thousands of data centres and IT departments 
throughout Australia and the Asia Pacific waiting to come out given the right set of conditions.

Solutions

The question is: How do businesses future-proof and cost-effectively manage their core enterprise 
IT systems in the face of the ongoing skills shortage? 
The answer lies in building a sustainable support structure around this proprietary technology 
which:
1. Meets the agreed service levels on these business critical systems;
2. Maintains the budget framework given to IT by the business; and
3. Allows the business to take full advantage of future market opportunities.

While that sounds great in theory, how does this work in action?

Taking Action 

The first thing to do is to have a mindset shift that the value of IT support is not in the technical 
competency of a single IT ‘guru’, but rather in the commitment to constantly plan, execute and 
review systemised processes.

STEP 1: UNDERTAKE A REVIEW

The first step is to inform both management and the systems administration that you are 
commencing an IT operations review. It is important to emphasise that the goal is to eliminate 
single points of failure in supporting your mission critical systems and to increase productivity by 
engaging staff in strategic high-payoff activities. 

Be aware that, as with all change, this process may be met with resistance from some staff, 
however ultimately the goal is make them more valuable to the organisation and give them more 
challenging and interesting work within the business. 

STEP 2: CATEGORISE, DETAIL AND PRIORITISE IT TASKS

The next step is to document the range of tasks carried out by your IT staff and categorise these 
into specific activity groups before defining each as a high payoff or low payoff activity in order of 
importance.

In any role, including the administration of enterprise IT systems, tasks can be split up into two 
main areas.
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Low-payoff tasks: These are tasks which are performed that bring an incremental value to the 
business which is lower than the hourly rate of employing that person. These are often operational 
type tasks such as IT maintenance which is important as it maintains uptime of critical systems, 
but is limited in the business benefits or the value it delivers on its own.

High-payoff tasks: These are tasks which bring an incremental value to the business which is 
greater than the hourly rate of employing that person. These typically include strategic tasks 
such as developing new processes or products. They can deliver a high return, but are less time 
critical.

A balance needs to be struck between smoothly managing the day to day operations while 
proactively tackling new strategic initiatives in an environment where good people are scarce.
Gaining a consensus on this list is important as it enables you to focus on strategies that can 
minimise the amount of time Systems Administrators spend on low payoff tasks and maximise 
the time spent on high payoff tasks which are more rewarding for employees and deliver a higher 
value to the company.

STEP 3: DECISION TIME

Now it’s time to determine how you will resource your low payoff activities. There are three 
options:

1. Do nothing – Under this option the risks outlined earlier are not eliminated and there are no  
 further improvements in efficiencies.
2. Defer / Dump it – This process identifies tasks that IT personnel decide are neither   
 important nor urgent. A decision should be made to not do it or lower the priority

3. Delegate it – With correct documentation, handover and training, you can eliminate single  
 points of failure by assigning low payoff activities to a third party. This ensures your   
 mission-critical systems are maintained by a dedicated resource and your people are free  
 to focus on high payoff activities.

STEP 4: DOCUMENT A KNOWLEDGE BASE

In any complex IT environment, documenting processes, procedures, hardware and software 
configurations towards industry best practice is essential to ensure the effective administration of 
these systems within the organisation’s budget framework.

The urgent tasks of today need to be weighed up against the structural exposures of tomorrow. 
Documenting configurations, processes and other best practice activities into a knowledge base 
(KB) is critical, however in too many cases there is no formal KB set up.

What you will find is commonly referred to as the Pareto Principle. That 80 percent of the tasks 
which key personnel use in supporting a critical environment can be achieved with only 20 
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percent of their skill set. This means that you will initially only need to document 20 percent of the 
key tasks to make a significant difference.

By doing this you may be able to release 80 percent of senior staff’s time for more strategic tasks, 
as these documented low payoff tasks can be outsourced to a third party IT service provider or 
junior IT staff. With quality IT service providers you can even have them assist you in the process 
of developing your own internal knowledge base by having them do the documentation for you. 
Such transparency removes much of the mystery around the knowledge of supporting the 
environment which is otherwise only known by one or two people in a small or medium business. 
A comprehensive knowledge base of your administration tasks ‘future-proofs’ you from important 
skills walking out the door when key IT staff leave. This eliminates the single point of failure in your 
support of the mission critical systems and releases your senior staff to more valuable tasks for 
the company.

At the same time you will find that the better the documentation the easier the uptake will be for more 
junior, lower cost staff to take on tasks, or, for documented tasks to be outsourced to a third party.

Outsourcing to a third party becomes relevant when there is no one to delegate these tasks to 
and management is not keen to employ more staff. 
 

STEP 5: TRANSITION AND ONGOING REVIEW

No process improvement project is ever fully complete. There needs to be a constant process of 
review to make sure that you stay on top of changing external conditions and so that you continue 
to identify opportunities to further streamline your systems.
Such reviews should be held routinely as part of an annual review of support processes or 
whenever there has been a major impact on the support infrastructure such as a new application 
coming online or staff turnover. It is important to assess the success of the process change by 
answering questions such as:

a. Are we gaining the business benefits which were expected?
b. Are my people delivering more value by focusing on strategic rather than operational   
 tasks?
c. Are the third party providers we delegated to still meeting customer, business and   
 regulatory service level agreements?

Selective Outsourcing

If you prioritise and document your tasks into high payoff and low payoff activities, you have the 
information you need to identify your areas of exposure and productivity gains. Decisions can start 
being made on how to best allocate your in-house staff and where delegating tasks to external 
partners might make sense.

Traditionally CIOs, CFOs and CEOs place a greater emphasis on the operational, low-payoff 
tasks of supporting and administration of their mission critical systems. After all, this is generally 
what IT staff are hired to do day-to-day – this is their ‘job’.
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However, during the lifecycle of a business, external factors such as market changes, new 
regulations, mergers and acquisitions, internal restructuring or business growth mean that IT 
infrastructure demand strategic and high-payoff projects to upgrade them.

The result of this traditional attitude is that one-off new strategic projects are often outsourced at 
considerable expense to third parties, while the internal staff look after the existing systems and 
tasks that offer little opportunity to improve their productivity for the company. 

However, this has two implications for your staff and business. Internal staff can feel that they 
are left doing the routine work while consultants are coming in for the challenging, interesting 
and strategic IT work. Secondly, the routine maintenance is the lower value work so your existing 
salary expense goes to this, while you pay more to consultants for the high-value and more costly 
strategic projects.

Turning the traditional approach around can deliver significant benefits. By allowing the 
organisation’s in house team to sink their teeth into new strategic projects helps them to remain 
challenged.

In many cases outsourcing important technical yet routine and time-consuming tasks such as 
systems administration, proactive monitoring, backups and disaster recovery can mitigate your 
risks and free up your team to focus on higher payoff strategic activities. This provides a greater 
return on your people and keeps them engaged and loyal as they are working on significant 
projects.

On top of freeing up your internal staff to do high payoff tasks, an outsourcing partner can be 
set binding service level agreements for maintenance that include guaranteed response times, 
guaranteed onsite service and guaranteed resolution times. These levels of service can be 
customised to your organisation, delivered for an agreed ongoing fee and penalties can be built 
into the contracts.

By guaranteeing the performance of your business-critical systems in this way, you minimise the 
risks, costs and long-term damage caused by downtime and enjoy peace of mind.

Conclusion: Taming the Gorilla

As Australian businesses rely more and more on business-critical IT proprietary systems for their 
day to day operations, the risks and consequences of infrastructure failure, loss of key staff and 
financial blowouts are getting more real by the day. 

With talented and experienced staff becoming harder and more expensive to attract and retain, 
outsourcing infrastructure management is becoming more and more attractive as a way to future-
proof your business against the IT skills crunch.

By systemising the support of their server and storage technology, businesses can gain a greater 
return from their existing IT budget, eliminate single points of failure, increase the productivity of IT 

9



www.trt.com.au Empowering Enterprise Technology

10

staff, control costs and develop an IT long term solution, which releases the 1,000 pound gorilla 
from the server room once and for all.

With growing pressure to control costs yet increase performance, it’s all about finding strategies 
that enable you to do more with less.

Domenic Romanelli is Managing Director of Total RISC Technology (TRT). Specialising 
in designing, implementing and maintaining enterprise IT platforms, TRT takes the 
risk, complexity and most importantly the cost out of managing core IT systems. 
You maintain complete control over your environment; we take accountability for 
maintaining your service levels with the business.

With solutions ranging from managed services, support and professional services 
through to infrastructure deployment, business continuity and training, TRT has 
become the trusted advisor for many of Australia’s leading organisations. Since 1997, 
TRT has powered a wide range of business-critical solutions for Repco, Macquarie 
Bank, Australia Post, BlueScope Steel, Alactel, LeasePlan, Australian Dept of 
Immigration, Shell and a host of businesses large and small.


