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Today, many organisations are rushing to develop mobile 
applications, to remain competitive within their industry. 
In fact, the rate and speed at which applications are 
being pushed into the marketplace is phenomenal and 
if you haven’t been participating, the sense of urgency 
to follow suit is understandably strong.

While most organisations should be considering 
developing a mobile application, a word of warning: 
in the rush to deliver applications quickly, on a 
limited budget, many organisations (including some 
multinational companies) have overlooked critical 
security considerations. This can potentially harm 
a company’s brand and reputation, and negatively 
impact their bottom line.

Users are also increasingly demanding secure mobile 
applications. Understandably organisations hesitate 
because it usually means project time and cost increase, 
sometimes substantially. However, there needs to be 
a happy medium to accommodate the very real security 
concerns of customers and equally the need to secure 
competitive advantage quickly for organisations. 

This whitepaper looks at some of the security challenges 
and the very real security risks associated with 
developing mobile applications. It also provides some 
real-world examples of companies that failed to take 
proper measures. Most importantly the whitepaper 
outlines some solutions that enable you to develop 
and deploy mobile applications relatively quickly while 
still ensuring your customers privacy and security 
is adequately protected.

Introduction
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Security challenges

When developing mobile applications, organisations 

need to consider three main issues: privacy, compliance 

and loss of devices. These challenges pose potential 

security risks to both the organisation, in terms of 

company image, and the user, in terms of lost data.

With a major trend toward deploying mobile applications 

across multiple platforms, organisations are also faced 

with the issue of standardisation. That is, each platform 

differs in terms of the functionality offered and the 

development process will change depending on the 

platform utilised. This adds to the security challenges 

and requires organisations to consider the strengths and 

weaknesses of each platform as part of the application 

development process.

When planning for, and building mobile applications, 

security should be of paramount consideration. If not 

considered, and things go wrong, it could result in a 

backlash and potentially harm the relationship between 

an organisation’s brand and its customer. As such, 

you should consider the following challenges when 

developing mobile applications: 

PRIVACY

A leading concern when purchasing mobile applications 

is that the vendor honours the customer’s right to 

privacy. This is a thorny issue and should be top of 

mind when developing applications or you risk the 

repercussions associated with ignoring such requests.

To illustrate: in 2010, customers in the US were outraged 

to discover that Citibank’s iPhone app was storing 

data on their devices. This had a vast array of privacy 

implications and as such negatively impacted Citibank’s 

corporate image (Banktech).

In order to prevent this from occurring, it is imperative 

organisations consider the privacy of their consumers 

and how to incorporate this into the development of 

mobile applications. Specifically, the possibility of a 

privacy violation should be considered at each stage 

of the development lifecycle and contingency plans 

(such as the STRIDE model, discussed further on) should 

be established to ensure the viability of the mobile 

application. 

COMPLIANCE WITH LAWS

In addition to ensuring consumer privacy, organisations 

also need to comply with certain rules and regulations 

as outlined by consumer laws. Development of banking 

applications, for example, are at greater risk of 

breaching certain laws such as those relating to fraud in 

the Criminal Code Amendment (Theft, Fraud, Bribery and 

Related Offences) Act. 

Mobile statistics

 � Over 46% of Australian mobile users are now 

using smartphones to shop smarter, connect 

with social networks and interact with 

organisations

 � More than 25 billion apps have been 

downloaded (both free and paid) from the 

Apple App Store as at Dec 2011 (The Social 

Skinny)

 � Of the world’s 4 billion mobile phones, 1.08 

billion are smartphones and this number is 

growing daily (The Social Skinny)
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Recently, Google had to remove a number of applications 

from their marketplace (Google Play) as they were seen 

to be non-compliant with certain regulations. These 

applications were built by an anonymous developer who 

committed banking and credit card fraud by creating 

false banking applications in an attempt to exploit 

information on consumers’ devices (Banktech).

Because of these issues, organisations need to find 

new ways to develop mobile applications that comply 

with regulations, and to protect consumers from ‘false’ 

applications. To that end, some organisations have 

found code signing to be a good solution. Code signing 

verifies the mobile application author’s identity and 

ensures the code hasn’t been changed or modified 

since it was signed by the author. Code signing delivers 

authentication and development integrity.

DEVICE LOSS

One of the main concerns associated with mobile phones 

is loss of devices and the resulting security implications. 

Loss of a device, whether it be due to misplacement 

or theft, is often associated with loss of important data 

(e.g. bank details, personal items such as contacts and 

images, and applications). Losing a smartphone means 

cancelling credit cards, remotely deleting data and 

generally inconveniencing and aggravating the customer 

(The Atlantic). 

Smartphone providers, such as BlackBerry, have 

responded to this situation by offering services such 

as the remote lockdown capability which easily shuts 

down the phone and all the information stored on the 

device (IT News). Another solution to this security 

concern is that of collaborative stolen phone databases. 

This is collaboration between mobile phone providers 

and the police to create a database where stolen 

phones can be easily tracked and then ‘bricked’ or made 

essentially unusable by the thieves or others.

When developing mobile applications, you should take 

into consideration which devices and platforms will 

enable the most security for your customers in the event 

they lose their smartphone. While no mobile platform 

is immune from security vulnerabilities and management 

limitations, some platforms are more mature than others 

in supporting the most appropriate set of policies 

required by different mobile roles within organisations 

(IT News).

Mobile security statistics

 � Each year in Australia more than 200,000 

mobile phones are reported lost or stolen. 

This equates to 4000 each week or one mobile 

phone handset every three minutes (Australian 

Mobile Telecommunications Association)

 � BlackBerry 7.0 named the most secure mobile 

operating system for enterprise use (IT News)

 � 37% of the applications that were published on 

Google Play were later removed – for a variety 

of reasons – while Apple has removed 24% of 

published apps, as at Sept 2011 (TechCrunch)
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Solutions to help secure mobile 
applications

THREAT MODELLING – STRIDE

Organisations can securely develop mobile applications 

by engaging in contingency planning such as threat 

modelling. Threat modelling involves describing a set 

of security aspects by defining a possible set of attacks 

that may occur. The model helps assess the probability, 

potential harm, as well as the priority of security 

attacks, and helps to minimise these threats (Microsoft 

TechNet).

Security can be integrated into the mobile application 

development cycle through techniques such as STRIDE, 

where threats can be defined into the following threat 

categories:

 � Spoofing identity – method of illegally accessing 

and using another user’s authentication information

 � Tampering with data – deliberate destruction or 

manipulation of data

 � Repudiation – when users deny performing an 

action without other parties having any way to 

prove otherwise 

 � Information disclosure – exposure of information 

to individuals who are not supposed to have 

access to it 

 � Denial of service – form of sabotage that makes 

applications unavailable to authorised users

 � Elevation of privilege – user obtains privileged 

access to portions of the application or data that are 

normally inaccessible to them and thus potentially 

enabling them to compromise or destroy the entire 

system

Engaging in STRIDE arms the mobile application 

developer with new levels of clarity and understanding 

so that risks can be mitigated or circumvented. 

CODE SIGNING

A key consideration when developing mobile 

applications is to determine which marketplaces the 

application will be deployed to. In some instances, 

it is relatively easy to develop and deploy an application 

to certain markets, such as Google Play, but could still 

create a risk to consumers. This is because the identity 

of publishers is difficult to determine and consumers 

can’t tell the difference between applications released 

by an established company and applications built by 

a third-party.

On the other hand, other markets like Apple’s App 

Store, enforce a stringent approval process for all 

applications (Banktech). But conversely, this could 

increase deployment times which can affect a company’s 

competitive edge if products or services are not 

delivered into the marketplace fast enough. The dilemma 

between time versus security trade-off provides some 

food for thought and invites careful consideration. 

One alternative method being undertaken by advanced 

mobile software platforms is to use code signing 

to control the software allowed on mobile networks. 

Certain app stores such as the Windows Marketplace, 

requires code signing technology (as mentioned earlier), 

whereby a digital signature validates the source of the 

code and confirms the code hasn’t been tampered with 

or modified (Network World).

This increases the efficiency of the deployment process 

while still providing consumers with security. If the 

code is from a trusted source, it will be signed-off and 

automatically accepted in the marketplace. In the event 
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the code comes from an untrusted source, a security 

warning will prompt the consumer to view the signature 

information and use their own judgement to accept or 

deny the application. 

The implementation of code signing for mobile 

applications means that consumers, application 

developers and publishers, and network operators 

needn’t feel they have to compromise security in their 

rush to take advantage of opportunities in the mobile 

application space.

COLLABORATIVE STOLEN PHONE DATABASE

To overcome the challenges associated with lost or 

stolen devices, governments are now working with 

wireless telecommunications providers to create a 

centralised database of stolen phones identified by 

their serial number. Once these phones are identified, 

they will be denied access to the telecommunication 

providers’ networks (The Atlantic). This creates a 

protective layer around the consumer’s stored data and 

ensures privacy while security concerns are mitigated.

In addition to this, governments have established 

education programs focused on mobile consumer 

privacy. These courses will demonstrate how to remotely 

lock phones, delete personal information and track the 

location of devices.

Conclusion

Although many organisations are focussed on 

compressing further the development time of mobile 

applications, it is important to consider the associated 

security implications this may cause for both your 

company and most importantly your consumer. 

As you can see, it’s extremely important to examine 

security issues, such as privacy, compliance and 

lost devices throughout the mobile application 

development lifecycle, as it is easier to mitigate these 

risks if they’re initially taken into account.

Additionally, organisations need to continually 

monitor these risks and employ methodologies, such 

as threat modelling, code signing and participation 

in collaborative databases to effectively maintain a 

competitive edge in the mobile marketplace. 
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